! Sistemi di Pagamento
7 Elettronico e Frodi
connesse

Meccanismi di difesa del sistema
bancario



It Risk Gruppo Banca Sella

Analisi Progetti
Informatici

Definizione Standard
Interni di Sicurezza

a4 D

Prevenzione Frodi
Informatiche

Incident Response
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Collaborazione Polizia Postale

Segnalazione Attivita
Sospette

Risposte alle richieste di
dati



Agenda

1. Attivita fraudolente su CARTE

2. Attivita fraudolente su SISTEMI DI HOME BANKING

Manomissione
SISTEMI
Informatici/POS/ATM

Attivita informatiche
(phishing e malware)



Carte
\W, La dimensione del

fenomeno.

| presidi a protezione
della carta.

| presidi di controllo.



Protezione delle Carte

4 (: 1 ( S

Chip & Pin

Sms notifica
(Sella Memo Shop)




PASSPORT

SPORT
SEFORT

EUROPAIS CHE UNION

BUNDESREPUBLIK
DEUTSCHLAND

www.fakepassportsale.cc

StOMI
FINLAND
BASS
PASS

PASSPORT

) ,I \_'I BUY FAKE PASSPORT BRITISH{UK..

W =

o e

g O

3 1l

Services Samples fag Contacts
Price for : ]
. Price for Price for Passport

Country gg;:p?rrt g?i.:siﬁgrt * Passport + ID + Driving license +

5 card 1D card

license
[aListralia [6s0Ewo [ @ooEwo | @00Ewe | 950Ewro
Belgium [ ss0Euwe [ 700Ewo [ 700Ewe | &S0Ewr0
\Brazﬂ | 450 Euro \ - | 3 | -
[canada [6s0Ewe [ 8o0Ewo | @00Ewe |  9S0Ewro
[talia [ 650Ewo [ Bo0Ewo | @00EWwe | 9S0EwG
Firland [ ss0Ewre [ 700Ewo | 700EWe | BS0Eure
Frarce [ 650Ewre [ BOOEwo | BODEWe | 950Eure
lermarty [ 650Ewre [ GO0Ewo | B0OEWwo | 9S0Eure
\Netherlands | 650 Euro \ 800 Eure | 800 Eure | 950 Eure
\South Aftica | 500 Euro \ - | 2 | =
5pain [ 600Ewro [ 750Ewro | 750Ewe | @00Euro
ISwitzerland [ 700Ewo [ @S0Ewoe | BS0EWws | 1000Euro
JUrited Kingdom | 700Ewro | 850Ewro | ES0EWo | 1000Elro
Jusa [ 750Euro [ 900Ewo | S00Ero | 1050Euro
Prices on specific senvices like producing i stamps, dij

passports and others should be discussed with our operator and may be variable.



Home Banking

| a dimensione del
fenomeno

Il meccanismo della
frode

Presidi a tutela
del’lHome Banking

| presidi di Controllo



La Diffusione delle BotNet
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Fonte: www.shadowserver.com




Come funziona la frode [1]

Cyber Theft Ring
A

==

Malware exploiters purchase malware and use it to
steal victim banking credentials. They launch
attacks from compromised machines that allow them
to transfer stolen funds and deter any tracking of
their activities.

Maoney mule networks are comprised of
individuals engaged in the transfer of stolen
funds who retain a percentage for their
services

Victims include individuals,
businesses, and financial instifutions.

Malware
Exploiters

Money Mules

Victims

.‘l-

Malware coders develop
malicious software that is
sold on the black market.

Fonte: http://www.fbi.gov/news/stories/2010/october/cyber-banking-fraud/cyber-banking-fraud-graphic



Come funziona la frode [2]

How the Fraud Works

l 1. Malware coder writes malicious
software to exploit a computer
vulnerability and installs a trojan

Malware coder

Hacker In.

2. Victim infected 3. Banking {D 0f 4 Hacker 5.Remote  Proxy
with credentish Targeted credentials retrieves t
i vicim  iphoned Compromised  hankin - Ao
stealing malware P Ol Ry d ? i compromised
credentials computer
l 6. Hacker logs into victim’s online bank account
i
e -
l 7. Monay 8. Money
T transferred transferred from
Victim bank  to mule mule to organizers Fraudulent
Koney mules company

Criminals come in

Money mules many forms:

Victims are both

transfer stolen
financial 4 money for criminals ; - Malware coder
msﬂtutaonf; afndt . shaving a small « Malware exploiters
QRELs e percentage for = = Mule organization
machines. themselves. ZZ
Z Z.

Fonte: http://www.fbi.gov/news/stories/2010/october/cyber-banking-fraud/cyber-banking-fraud-graphic



Sistemi di Protezione

Antivirus Aggiornato e
scansioni periodiche

@pritisella.it (Strong
Authentication)

Email per disposizioni

Sms notifica

(Sms Accesso/Sms
Movimenti)



Sistemi di Controllo
Indice di rischio

Monitoraggio del
traffico

Monitoraggio
Evoluzione Virus



DOMANDE

roberto.pozzuolo@sella.it

daniele.bongianino@sella.it

presidio.internet@sella.it




